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I, the owner of 1.0.0.0/8, 
declare that AS100 is the 
current and right origin of 
this prefix, and no other.
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Who signed these 
messages?
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Phase 2



Who checks these 
messages



?



Prevent BGP 
Hĳacking



Do BGP Hĳacking!



AS210312



151.216.16.0/24
151.216.17.0/24
151.216.18.0/24
151.216.19.0/24



151.216.16.0/24 - RPKI Valid
151.216.17.0/24 - RPKI Invalid
151.216.18.0/24 - RPKI Unknown
151.216.19.0/24 - Bonus



151.216.16.0/24 - RPKI Valid
ROA: Originates from AS210312


151.216.17.0/24 - RPKI Invalid
ROA: Originates from AS65000


151.216.18.0/24 - RPKI Unknown
No ROA


151.216.19.0/24 - Bonus
More soon!
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RIPE Atlas



Measurements
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Connecticore



$ whois AS197580 | wc -c
14439





Bonus
• IRR Invalid (The Skroutz/inalan way)


• No IRR (The Interworks way)


• Flaps in RPKI (Valid - Invalid, Valid - Missing)


• Flaps in IRR (Valid - Invalid, Valid - Missing)


• Non-RIR DBs (ALTDB, RADB)


• No ROA + No route object


• Nice Try :P[ REDACTED ]



Thanks!

• @DaKnObCS on Twitter


• daknob@daknob.net on e-mail


• AS210312 on RIPE DB


• https://blog.daknob.net/ on Web

mailto:daknob@daknob.net
https://blog.daknob.net/

